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I 1. About the Application.

Smart Scan web-based application is designed to enable the user monitor the system data
loggers from central location. User can access the Application in local LAN from web
browser. The data is automatically pushed to application via Ethernet or Serial
communication. User can view the retrieved data in Tabular & Graphical format, can print
the Graphs directly on the printer, and can export the data in PDF, MS Excel or CSV format.
Using this software, user can perform following functions on the retrieved data:

e View data in Numerical Tabular format

e View graph of the selected date & Time

e Print graph for selected period

e Editthe Logger settings

I 2. Hardware and software requirement.

The Centralized PC is main Work Station in this complete system. This machine should have
minimum following specifications:

e Intel corei5 ori7 Processor

e Windows 10 and above.

e Minimum 8 GB RAM

e Minimum 1 TB Hard Disk

e Suitable TFT Display, Keyboard, Mouse

¢ Industrial grade SMPS for 24x7 operation

e Suitable UPS (Optional)
OR

e Server grade machine with minimum above-mentioned specifications

This software works satisfactorily with chrome web browser on any operating.
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I 3. Software Installation Procedure

Connect the provided pen drive in the PC or download the software version from the link
which will provided on the mail.

1) Install the software version by double click on it.

2) After installation completed shortcut automatically created on the desktop

3) copy the license file in C/program files (X86)/Smartscan folder.

I 4. Operational Procedure

All the loggers are connected to Smart Scan-SE software over Ethernet. To access the
application use web address provided by the installation team during installation.

4.1 User Login

Login screen will appear when user browses the application through web as below.

v @ Login X o+ = (] X

€ C A Notsecure smartscan.local:5100/login r R

Smart Scan

Login

User Name: [Evm“ User Name

Password: [ Enter Password
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User need to enter valid username & password to access application. Based on user
privileges/permissions access will be provided to loggers and the features. The user will not
be able to login under following conditions.

e Invalid User Name or Password

e User is deactivated.

e Password is expired.

When user login first time then it will ask to change the password. So user can change the
password.

4.2 Home Screen / Dashboard

Once logged in user will be navigated to Home page. To view data for any logger user have
select the Logger. Dropdown box will be visible as below. User can able to access the loggers
for which he/she has the access. User can view the live readings and live graph under this
view.

v [@ Home x  + =
<« C A Notsecure smartscan.local:5100 G Y ww
admin
SUNSUI Smart Scan il s
@ Current Logger : SMARTLOG-08 0151:3:\::3250?‘:
i CHAN #01 CHAN #02 CHAN #03 CHAN #04
&
: 27.8 28.1 -109.2 -110.8
UNITO1 UNITO2 UNITO3 UNITO4
&
CHAN #05 CHAN #06 CHAN #07 CHAN #08
@
& - - - -
109.0 108.8 108.9 109.2
UNITO5 UNITO6 UNITO7 UNITO8
%
[CHECHCRE. I |
CHAN #01
CHAN #02
CHAN #03
CHAN #04
E CHAN #05
CHAN #06
e CHAN #07
CHAN #08
2y
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4.3 Download

User can download the data stored inside the data logger through this mode. User has to
select the correct date for which the logging has occurred and data is present as well as select
the logger. User can download data for multiple days by selecting the start date & end date.
After selecting the start date and end date click on the “start download”. The download
progress shown in percentage and “success” message will show after download completed.

v [ Download X 4+ = a X

€ C A Notsecure smartscan.local:5100/download/ & -

SUNsUI Smart Scan admin

AN Download Data

Start Date: End Date:
05-11-2024 B 05-11-2024 A

Select Logger:

)

% SMARTLOG-08

Please Wait...
Downloading Data - [0.00%]
Logger: SMARTLOG-08

R
P2

=

4.4 History

User can view all the historical data in history mode. History mode offers methods to view
the data in either graphical or Numerical format. Also, user can generate reports through this
mode.
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4.4.1 Numerical History

To access Numeric history view, Expand History Menu and Click on Numeric history tab. In
numerical format, user can view the data for the selected Logger for selected date in tabular
format. User can view the Process value and alarm condition with respect to date and time.
Select the logger, enter start date & time and end date & time and click on “view”

v [& Numerical History X o+ =
< c A\ Notsecure  smartscan.local:5100/history/numerical/ & QY sunsun

o
SUNSUI Smart Scan o v

Al Numerical History

&
Select Logger : [ SMARTSCAN v
Start Date: ¥
21-10-2024 (4 Sr Date Time CHAN #01 CHAN #02 CHAN #03 CHAN #04 CHAN #05 CHAN #06 CHAN #07 CHAN #08
No UNITO1 UNITO2 UNITO3 UNITO4 UNITOS UNITO6 UNITO7 UNITO8
Start Time:
00:00:00 © Value Al Value Al Value Al Value Al Value Al Value Al Value Al Value A
& S 1 |23-10-24 | 17:02:22 | 50.0 53.6 509 514 50.6 -10.7 -ma -109.0
End Date: End Time: 2 | 23-10-24 | 17:03:22 | 499 539 50.6 513 50.5 -M5 -1M9 -109.8
Lo [ 05-11-2024 0 ] [ 12:34:00 @ ] 3 | 23-10-24 | 17:04:22 | 505 54.5 513 51.8 50.6 -ma M4 -110.0
4 [23-10-24 | 17:05:22 | 499 539 507 511 50.6 -meé -mse 1099
Select Channel:
% 5 | 23-10-24 | 17:06:22 | 494 53.4 50.3 512 505 -ms 122 -109.8
CHAN #01
6 |23-10-24 | 17:07:22 | 499 53.8 507 511 50.5 -ms 123 -1101
#
CHAN AU 7 |23-1024 | 17:08:22 | 499 539 507 511 506 120 124 105
CHAN WIS 8 |[23-10-24 | 17:09:22 | 498 53.8 50.6 511 505 -12.3 127 -110.8
CHAN #04 9 | 23-10-24 | 1710:22 | 496 539 50.8 512 50.4 -12.6 129 -1m.o
@ cHAN #05 10 |[23-10-24 | 171122 | 498 538 50.6 511 50.4 -12.6 -113.0 -111.0
CHAN #06 1 | 23-10-24 | 17:12:22 | 50.0 541 50.8 512 507 125 129 -mo
CHAN #07 12 | 23-10-24 | 1743:22 | 499 539 507 513 50.5 -12.6 -113.0 -ma
CHAN #08 13 [ 23-10-24 | 17:14:22 | 499 | 539 | s07 513 50.6 -12.6 -113.0 -ma
" Success
b
- View
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4.4.2 Graphical History

To access Plain Graph view, Expand History Menu and Click on Graphical History tab. In
graphical format, user can view the data for Selected Logger in the form of Trend on a
standard plain graph. Select start and end date time and click on view to generate graphical
report. Graphical report is representation of process values Vs Time. Graphical View mode

facilitates the user to analyze the data more deeply. User can save the Graph in PDF by
clicking on “Export As PDF”.

v [ Graphical History X+
< ¢} A Notsecure  smartscan.local:5100/history/graphical/

SUNSUI Smart Scan oy

[AR Graphical History

P —

Start Date: Start Time:
[CHCHCY L

®
End Date: End Time:

®
Select el:

@

%
Display Actual Values %

4

4.4.3 Report Manager

User can generate a report of the selected Logger for selected date and time in the PDF, Excel
or CSV format. Also, user can do the auto reporting setting and Header setting of each logger.
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4.4.3.1 Generate Report

User can generate the report by selecting the start and end date & time for the selected logger
and channels. User can change the log interval while generating the report.

After above selections click on the “Generate Report” so report will be downloaded in the
download folder of the PC.

v [2 Report Manager X  +

<« C A Notsecure smartscan.local:5100/history/report?tab=generate-report & W w3

SUNSUI Smart Scan admin

Report Manager

Generate Report | Auto Reporting | Header Settings

& [0 « D

Select Logger : [ SMARTSCAN v ]

Start Date: Start Time: Select Channel:
[ 05-11-2024 (m] ] [ 00:00 ® ] CHAN #01
CHAN #02
CHAN #03
CHAN #04
Logging Interval : CHAN #05
CHAN #06
CHAN #07
Include Alarm Data CHAN #08
CHAN #09
CHAN #10
L CHAN #11

Generate Report
2

D)

End Date: End Time:
[05-11—2024 [m] ] [12:51 (c] ]

1min v}

4.4.3.2 Auto Reporting

Report will be automatically generated after specific interval. User directly get the PDF file.
In this auto reporting user need to select the reporting frequency i.e Daily, weekly or
monthly. After that select the time that when user want the report i.e daily 09:00 am. Select
the logging interval as well channels for generated report. After all above selection click on
the “save”.

The auto reports will generate on the software installed PC only. On the Web user need
to generate the report.
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v [ Report Manager x  + -

€ c A\ Notsecure  smartscan.local:5100/history/report?tab=auto-report & s
admin
SUNSUI Smart Scan s

Report Manager

Generate Report | Auto Reporting | Header Settings

Reporting frequency : [ daily v ] Select Logger : [ SMARTSCAN

& (0 « D

Select Channel:

Time:

09:00 © (O CHAN #01

CHAN #02
Logging Interval : CHAN #03
[1 min CHAN #04

)

&+

@ CHAN #05
Include Alarm Data CHAN #06
CHAN #07
CHAN #08
(O CHAN #09
(O CHAN #10
() CHAN #11

KA
'3

4.4.3.3 Header Setting

User can set the headers of the generated reports. First select the logger, in header 1 & 2 user
can add company name and address. User can set Area name and Instrument ID of the
selected logger. Also, user can add the Temperature and Humidity limits. After all above
selection click on the “save”.

v [3 Report Manager X o+

<« C A Notsecure smartscan.local:5100/history/report?tab=header-settings & o
admin

SUNSUI Smart Scan

v
ADMIN

Al Report Manager

'-J—" Generate Report | Auto Reporting | Header Settings
Select Logger:[SMARTSCAN v ]
Header 1: Header 2:
ik [ Biolinx Labsystems Pvt Ltd [ Pune
&
Area Name: Instrument ID:
% [ Office { BL-001
Temp (°C) Limit: RH% Limit:
(o
"
e
5
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4.5 Settings

Through the Settings Mode, user can configure and can calibrate the data logger. Initially,
when the communication between the PC software and the data logger is established, the PC
software reads all the settings from the logger. These settings can be altered through the
settings mode.

There are two types of setting model
e Logger setting
e (Channel setting

4.5.1 Logger Setting

Through the logger setting user can change the logger’s name, log interval, date & time and
scan interval.

Log Interval- Log interval means the interval between two numerical records. In dropdown
list there are some prespecified intervals like 1s, 5s, 15s, 30s, 1min, 5min, 10min, 15min,
30min, 1Hr & 2 Hr. The data will be records as per these log intervals.

When user press the “Read” then software read all the logger setting from the logger and
when user press “Save” then all the logger setting saved in the logger from software.

v [3 Logger Settings X  +

<« C A Notsecure smartscan.local:5100/settings/logger G Yy ww

SUNsUI Smart Scan admin

AN Logger Settings

@) @

Select Logger : [ SMARTLOG-08

)

Name: Date: Time:

SMARTLOG-08 [05»11—2024 [m] ] {11:54:00 o ]

Logging Interval : Scan Interval (seconds):

[ 30 sec 5

CJC Offset:
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4.5.2 Channel Setting

User can read or write the channel configuration from logger or to logger. User need to select
the logger before making any configurations. Channel setting has 7 different configurations
available as below,

e Channel settings

e (Calibration setting

e Alarm Setting

e Relay Setting

e Graph Setting

4.5.2.1 Channel Setting

Select the desired logger before changes. User can set the below parameters from the channel
setting. When you press the “Save” all setting will be applied in the selected data logger.
Channel name: user can give the channel name as per the requirement. Maximum character
limit is 8.

Unit: User can give the unit’s name as per the sensor connected to channel. i.e °C, Deg C, Bar,
psi etc. Maximum character limit is 6.

Format: Format is nothing but the decimal point position. User can change the format as per
the requirement. For PT100 format is fixed.

Type: user need to set the type of sensor which is actually connected to logger. There are
some pre settable types- PT100, Th-J, Th-K, Th-R, Th-S, 0-20mA, 4-20mA, 0-250mV, 0-
500mV, 0-1V, 0-2V, 0-5V, 0-10V

v [2 Channel Settings X  +

€ C A Notsecure smartscan.local:5100/settings/channel &L Q W

SUNSUI Smart Scan il

ADMIN

AR Channel Settings

Channel ing: i i il i Relay Settings | Graph Settings

# Channel Name Unit Format

& © «

Skip Channel Print Channel

)]

CHAN #01 PT100

CHAN #02 PT100

&

CHAN #03 PT100

CHAN #04 PT100

PT100

CHAN #06 PT100

CHAN #07 | (Pri00

c
z
=
=]
®

O 08 O fO8 O FOS O RO

[ J
( ]
[ J
[ ]
s [onansos ]
( ]
( J
[ )

O [O8 O HON O [fO8 O

CHAN #08 PT100

H s
3
H

< < < < < < < <

-
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4.5.2.2 Calibration Setting

Select the desired logger before changes. Connected sensor range is set from this setting.
Below parameters will be set from this setting.

Low value - Sensor low value.

High value - Sensor high value.

Offset- value correction as per the standard.

Multiplication Factor — Multiply the current value. It should be always 1.

In case of Voltage channel type, High Volt Range and Low Volt Range settings are provided.
For Channel Type: 0-250mV, Voltage Range is 0-250 mV

For Channel Type: 0-500mV, Voltage Range is 0-500 mV

For Channel Type: 0-1V, Voltage Range is 0-1000 mV

For Channel Type: 0-2V, Voltage Range is 0.0-2.0 V

v [Z Channel Settings X  +
< [¢] A Notsecure  smartscan.local:5100/settings/channel?tab=calibration-settings &G Q4 W -3

Sunsul Smart Scan admin

Al Channel Settings

4,

O
Select Logger : [ SMARTLOG-08 v

sl .+ e (@ ) (o0 ) ( ) (o )

o ¢ e ) (o0 ) ) (o )
¢ om0 ) (o0 ) ) (@ )
C o (@ ) (o0 ) (o ) (o )
o omms (w0 ) (o0 ) ( ) (o )
C o (w0 ) (o0 ) (& ) (@ )
P omw (@ ) (o0 ) (o ) (o )
o omm (@0 ) (o0 ) ) (o )

-
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4.5.2.3 Alarm Setting

Select the desired logger before changes. Alarm can be set through this setting to each
individual channel. Alarm setting included following parameters.

Alarm Enable: For each channel user need to enable the alarm.

Alarm Type: There are three alarm types- High, Low & High/low

Dead Band: Range from 0.0 to 5.0

Dwell Time: Range from 0 second to 999 seconds

Alarm Low value and high value.

v [E Channel Settings x o+

< c A\ Not secure  smartscan.local:5100/settings/channel?tab=alarm-settings & Q W a3
o

SUNSUI Smart Scan v

ADMIN

Al Channel Settings

Cli' Channel
O
Select Logger :
B Channel Name Alarm Enable Alarm Type Dead Band Dwell Time Low Value High Value Value To Show
sl owe O ) ) (= ) = E—
of ¢ o 0o = _0 JE ) )
o 0o EB_0 ) ) G
¢ omm 0o = _0 ) ) O
o o I C— | ) ) L)
¢ omm 0 B _0 ) (o ) O
o omw 0o m _ ) ) (C—
o 0 @m0 ) ) [ ) (o —
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4.5.2.4 Relay Setting

Select the desired logger before changes. User can assign the two relays through Relay
Settings. Each relay can be assigned to multiple channels i.e. the relay will be Turned ON if
any of the assigned channel limit crosses the set point value. After setting click on the “save”.

v [ Channel Settings x e =

€ c A\ Notsecure  192.168.151.183:5100/settings/channel?tab=relay-settings o Y s
admin

SUNSUI Smart Scan v

ADMIN

Al Channel Settings

Channel Settings | Calibration Settings | Alarm Settings | Relay Settings | Graph Settings

@] @

Select Logger : [ SMARTLOG-08 <]

@ Channel Name Relay 1Enabled Relay 2 Enabled Relay 3 Enabled Relay 4 Enabled

& O 0
All channels :

% 1 CHAN #01

2 CHAN #02 2

3 CHAN #03

4 CHAN #04 [ ]

5 CHAN #05

6 CHAN #06

7 CHAN #07

8 CHAN #08

[$]
P

- e T
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4.5.2.5 Graph Setting

Select the desired logger before changes. Graph settings include some settings for all
channels as follows,

e Minrange

e Max Range

e Plotting Color

e (Graph Title

Graph title also can set from here. This setting is common for Runtime Graph Plotting and
History Mode Graph.

v [2 Channel Settings X +

<« C A Notsecure 192.168.151.183:5100/settings/channel?tab=graph-settings e D -
admin

SUNSUI Smart Scan v

ADMIN

AN Channel Settings

'lL—J Channel Settings | Calibration Settings | Alarm Settings | Relay Settings | Graph Settings
O]
Select Logger : [SMARTLOG-OB v J
&
# Channel Name Min Range Max Range Color
% 1 CHAN #01 (o J (100 ) (.
2 CHAN #02 [ 0 ] [100 } ()
3 CHAN #03 [ 0 ] { 100 ] [E
4 CHAN #04 (o J (100 ) ()
5 CHAN #05 (o J (100 ) (.
& 6 CHAN #06 [ 0 ] {100 } ()
- , C ] [0 ] C
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4.6 Administration

Under administration section user who have necessary access rights can add new user
groups, new users, application privileges and Logger privileges. All the users can use change
password menu to update his/her existing password.

4.6.1 Administrator Right

Administrator right contains two options 1) password setting 2) Manage report path.
Password setting includes;

Password validity (Days)— Every user has some expiry days for their password. This limit
can be set here.

Password attempt limit— This setting is used for protect unauthorized login to the
application. If user tries to login in the application for wrong user name or password, user
will get blocked post number of attempts number set here.

Notice period before password expiration (Days)— Using this setting application will warn
currently logged in user about user's password expiry date. For Ex. If 5 days set and
password validity is 90 days then after 84 days message will popup that user password will
expire in 5 days.

Manage report path—generated report like manual report, auto reports, graph reports &
audit trail paths will be managed in this option.

v [& Administrator Rights x o+
€« G A Notsecure 192.168.151.183:5100/admin/admin rights — ™

SUNSUI Smart Scan Avin

Al Administrator Rights

[«

©

Password Settings

&

Password ety Dersh
Password attempt limit:
Notification period before password expiration (Days):

S | [8)

=
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4.6.2 User Administration

This section gives you details for all the users with their group details and password
expiration dates. In this section the user with access rights can execute following actions.

e Add New User

e Edit User

e Deactivate user

e Activate User

e Change password

e Delete user

v [@ User Administration X o+

< C A Notsecure 192.168.151.183:5100/admin/user_administration & A %

SUNSUI Smart Scan admin

ADMIN

Al User Administration

[«

©

Add New User

UserName User Group Email Last Login Password Expiry Date

®] | &

admin ADMIN admin@admin.com  5/11/2024, 9:51pm  24/11/2024, 10:54 am

sandesh MANAGER  sadesh@gmail.com Never 23/10/2024, 6:13 pm

To add new user, click on Add New User button. Every new user added should have unique
user name and always in lower case. Following are required field to add new user.
e User name
e User Group
e User Email ID
e First name, Middle name & Last Name
e Password & Confirm password—password should contain one upper case, one lower
case, one special character and one number. Password character limit is 8 to 16
character.
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v [ User Administration X+

< c A\ Not secure  192.168.151.183:5100/admin/user_administration & QA % swaw

Add User

User Name:

User Group:

Email:

First Name:

Middle Name:

Last Name:

Password: [ Enter Password

Confirm Password: | Enter Password

To edit user, select the user and click on edit user button. User can edit all the parameters
except User name which are mentioned in add new user case.

To deactivate the user, select the user and click on the “deactivate user” button.

To delete user, click on delete user button.

4.6.3 Logger Access

As this is central monitoring application all the data loggers in the plan will be connected
central application. User can set access to specific Logger in the menu. To provide the access
privileges to logger selected the user’s name and the check the boxes for the logger for which
the access needs to be provided.

v [ Logger Access Permission x o+

<« C A Notsecure 192.168.151.183:5100/admin/logger access G @ e :

admin

SuNsuI Smart Scan aoMin ¥

o

Logger Access Permission

[«

©

Users Loggers

&

" Admin User cannot be modified
admin

SMARTLOG-08
sandesh

B

-l
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4.6.4 Group Administration

User with necessary access rights can create multiple groups as needed. Every group name
shall be unique. In this section the user with access rights can execute following actions.

e Add New Group

e Edit Group

e Delete Group

v [2 Group Administration x  +

<« Cc A Notsecure  192.168.151.183:5100/admin/group_administration & QA waw %

admin

SUNSUI Smart Scan o ¥

Al Group Administration

[«

©

Add New Group

Group Name MANAGER

®] | &

Download Data

<

v
Setting Logger
Generate Report
Print Report
User Admin
Group Admin
% View/Create Audit Trail

Backup and Recovery

LSS S [ S8 S S
<6 SO S S | 15, S B 6.3

Admin Rights

a
@

Inactivity Timeout (Mins)

=

To create new group, click on the add new group and enter the group name.

In activity timeout (Mins)-- This is time in minute post which user will be automatically
logged out in case inactivity.

Group Privileges-- In this section user can selected the application privileges for the user
group. Selected privileges will be applied to all the users in the group. To provide necessary
access rights select the Group name and check or select the functionalities for which access
to be provided. Uncheck or deselect the functionalities for which access need to be removed.
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v [& Group Administration x o+

< G A Notsecure 192.168.151.183:5100/admin/group_administration © & v e

Add User Group

s
(Mins)

Group Privileges:

O Download Data

(O Setting Logger

(O Generate Report

() Print Report

() User Admin

() Group Admin

() View/Create Audit Trail

(O Backup and Recovery
(O Admin Rights

4.6.5 Audit Trail

This application is 21 CFR compliant. Application keeps record for all the details starting
from login till logout. User need to provide the reason for making any changes in setting or
report generation. Audit report shows the changes along with user who made the changes
and reason for change. Audit report also keeps track of changed value and old value for
setting. User can export the audit report in PDF format. Existing reports can be found under
Open Report Folder. User need to select the start and end date & time.

v @ Audit Trail x
<« C A Notsecure 192.168.151.183:5100/admin/audit_trail & Q W P

i
SUNSUI Smart Scan admin o

ADMIN

Al Audit Trail

Start Date:

. User Role Date/Time Action Reason Description
05-11-2024 [m]

i ADMIN 05-11-24 11:30:49 Login : Invalid admin has tried to login
Start Time: Password with wrong password

:00:: dmin L d i
RD:00:00. © ADMIN 05-11-24 11:30:55 Login LI

successfully
End Date: End Time: admin Logged in
(0s-1-2024 1] [22:47:00 © ADMIN 052 52:07 Login successfully

[«

©

&

B

. admin Logged in

ADMIN 05-11-24 12:03:58 Login

successfully

admin Logged in
successfully

admin Logged in
successfully

ADMIN 05-11-24 12:30:05 Login

% ADMIN 05-11-24 17:30:33 Login

admin Logged in
successfully

ADMIN 05-11-24 21:45:44 Login

admin Logged in
successfully

ADMIN 05-11-24 21:51:02 Login

Success

N
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4.6.6 Change Password

In this section every user can change the password before expiring it. To change the
password user, need to enter the old password first.

v [@ Change Password X o+

€ > C A Notsecure 192.168.151.183:5100/admin/change_password G & ¥ wew
admin

SUNSUI Smart Scan i

Al Change Password

& O [

B

Old Password: | Enter Password

New Password: [ Enter Password

Confirm Password:

L ===

Enter Password

(3
N

-
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4.7 Communication

In this section the setting will be done to communicate the loggers to software.

There are two types of communication modes

Serial communication:

In this user need to set the following parameters.

Com port - comport will be appear when the any serial to USB converter connected to the
PC or by default COM1 is serial port is available.

Baud Rate—serial baud rate in the data logger and software should be same.

Logger ID—Logger ID in the logger and software should be same.

< G A Notsecure 192.168.151.183:5100/commun ication/set G @ K ww

admin

SUNSUI Smart Scan o 2

Com Port:

Baud Rate: | 9600

LoggerID: |1

Ethernet Communication

In this the data logger connected to ethernet gateway and data logger and software
communication done through the gateway IP address. User need to
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4.8 Backup & Restore

Admin / Authorized user can take back-up of all the data in database. To back- up the
database click on Backup button and save the file in the selected folder in the PC.
User can restore the backed-up data by clicking on restore button in below the backup data.

To restore the downloaded backup files, click on the restore menu and import the backup
file from the desired folder.

SUNSUI Smart Scan 2dmin

v
ADMIN

AN Backup & Restore

& 0 [«

=)

(@] &

Restore
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